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Ëåêöèÿ 3. Ïðîòîêîëû UDP, TCP, FTP, HTTP è äðóãèå

Òðàíñïîðòíûé óðîâåíü

Âçàèìîäåéñòâèå ïðîöåññîâ � èäåíòèôèêàöèÿ � íîìåð ïîðòà
/etc/services � íîìåðà ïîðòîâ äåéñòâóþùèõ ñëóæá
Windows/System32/drivers/etc/services
äî 255 ñòàíäàðòèçîâàíû, äî 1023 áîëüøèíñòâî ôàêòè÷åñêè çàíÿòî

UDP � User Datagram Protocol
TCP � Transmission Control Protocol

UDP, ðàññûëêà ñîîáùåíèé áåç ïîäòâåðæäåíèÿ

áèòîâ íàçíà÷åíèå ïðèìå÷àíèå
16 ïîðò îòïðàâèòåëÿ
16 ïîðò ïîëó÷àòåëÿ
16 äëèíà âñåãî ïàêåòà â áàéòàõ
16 UDP êîíòðîëüíàÿ ñóììà + SA + DA + ïðîòîêîë + äëèíà (èç IP)
... äàííûå

TCP, ñåàíñ îáìåíà äàííûìè ñ íàäåæíîé äîñòàâêîé

ïîñûëêà ïîäòâåðæäåíèé
òàéìåðû
áóôåðû îòïðàâêè è ïîëó÷åíèÿ
ïîâòîðíûå ñîîáùåíèÿ
ôðàãìåíòàöèÿ, ñáîðêà, óíè÷òîæåíèå äóáëèêàòîâ
êîíòðîëü ñîåäèíåíèÿ

Ïðîöåäóðà óñòàíîâëåíèÿ è ðàçðûâà ñîåäèíåíèÿ
TCB, Transmission Control Block
ñîçäàåòñÿ äëÿ êàæäîãî ñîåäèíåíèÿ

TCP ôîðìàò ïàêåòà

áèòîâ íàçíà÷åíèå ïðèìå÷àíèå
16 ïîðò îòïðàâèòåëÿ
16 ïîðò ïîëó÷àòåëÿ
32 SN, sequence number ñìåùåíèå ôðàãìåíòà
32 ACK N, acknowledgment number ñìåùåíèå îæèäàåìîãî ôðàãìåíòà (ïîäòâåðæäåíèå)
4 Hlen, äëèíà çàãîëîâêà â 32 áèòíûõ ñëîâàõ
6 ðåçåðâ
6 ôëàãè URG, ACK, PSH, RST, SYN, FIN
16 ðàçìåð îêíà
16 êîíòðîëüíàÿ ñóììà
16 óêàçàòåëü âàæíîé èíôîðìàöèè åå äëèíà â äàííûõ ïàêåòà
[32] îïöèè è çàïîëíèòåëü
... äàííûå
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Óñòàíîâëåíèå è ðàçðûâ ñîåäèíåíèÿ

Ñòàíöèÿ A ïûòàåòñÿ ñîåäèíèòüñÿ ñî ñòàíöèåé B

A: SN = ISNA, SY N = 1 =⇒ B
B: SN = ISNB, SY N = 1, ACK = 1, dataB =⇒ A
A: SN = ISNA + 1, ACK = 1, dataA =⇒ B
B: ACK N = ISNA + length(dataA), dataB =⇒ A
A: ACK N = ISNB + length(dataB), dataA =⇒ B

Ñòàíöèÿ A èíèöèèðóåò ðàçðûâ ñîåäèíåíèÿ ñî ñòàíöèåé B

A: FIN = 1, [data] =⇒ B
B: ACK = 1, F IN = 1, [dataB] =⇒ A
A: ACK = 1 =⇒ B

Áóôåðû îòïðàâêè è ïîëó÷åíèÿ

TCP ïàêåò äåëèòñÿ íà ñåãìåíòû ïî ðàçìåðó îêíà

Îòïðàâêà: ïîäòâåðæäåííûå ñåãìåíòû ìîæíî îòïðàâëÿòü íåëüçÿ îòïðàâëÿòü

Ïîëó÷åíèå: S S S S S S S
ACK N −→ |

Òàéìåðû

� ïîâòîðíûõ ïåðåäà÷
� çàïðîñîâ (persist timer) � 1 áàéò äëÿ ïðîâåðêè äîñòèæèìîñòè (êîãäà íàäî ïåðåäà-
âàòü)
� êîíòðîëÿ ðàáîòîñïîñîáíîñòè (êîãäà íå íàäî ïåðåäàâàòü)
� âðåìåíè æèçíè ñåãìåíòà (ïîñëå îáìåíà FIN ïåðåä ðàçðûâîì ñîåäèíåíèÿ)

Ìàòåðèàëû, ïðåäñòàâëåííûå íèæå, ïîêà íå áûëè ïðî÷èòàíû. Íî ïóñòü îíè ïîêà îñòà-
þòñÿ çäåñü. Ìû ê íèì âåðíåìñÿ â ñîîòâåòñòâóþùèé ìîìåíò.

Óðîâåíü ïðèëîæåíèé

Ïðèìåðû:
FTP � File Transfer Protocol � ïåðåäà÷à ôàéëîâ
HTTP � HyperText Transfer Protocol �
ïåðåäà÷à ôàéëîâ ñ ïîääåðæêîé ãèïåðòåêñòîâûõ ññûëîê

FTP � File Transfer Protocol

Ïåðåñûëêà ôàéëîâ è äîñòóï ê ëîêàëüíûì ôàéëîâûì ñèñòåìàì
êîìàíäû óïðàâëåíèÿ � TCP, ïîðò 21 (íà âðåìÿ ñåàíñà)
äàííûå � TCP, ïîðò 20 (äëÿ êàæäîãî ôàéëà)
âçàèìîäåéñòâèå êëèåíò�ñåðâåð
îáìåíèâàþòñÿ òåêñòîâûìè êîìàíäàìè è îòêëèêàìè
âî âðåìÿ ñåàíñà ñâÿçè
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FTP, ïðèìåðû íåêîòîðûõ êîìàíä

CWD path ñìåíèòü êàòàëîã
DELE �le óäàëèòü ôàéë
LIST ñïèñîê ôàéëîâ òåêóùåãî êàòàëîãà
MKD name ñîçäàòü êàòàëîã
MODE type ðåæèì îáìåíà � ïîòîê, áëîêè, ñæàòèå
PASS word ïîìûëêà ïàðîëÿ
QUIT âûõîä
REIN çàâåðøèòü ñåàíñ è îòêðûòü íîâûé
RETR �le ïîëó÷èòü ôàéë
STOR �le îòîñëàòü ôàéë
TYPE . . . òèï îáìåíà � binary, ascii
USER [name[passwd]] àâòîðèçàöèÿ ïîëüçîâàòåëÿ
è ò.ä.

FTP, ïðèìåðû íåêîòîðûõ îòêëèêîâ

125 Data connection already open 1xx � ïðåäâàðèòåëüíûé èíôîðìàöèîííûé îòêëèê
220 abc.ru FTP server ready 2xx � êîìàíäà âûïîëíåíà óñïåøíî
221 goodbye
230 user Ivanov logged in
331 password required for Ivanov 3xx � íóæíî óòî÷íåíèå (äîï. ïàðàìåòðû)
425 can't open data connection 4xx � êîìàíäà íå âûïîëíèëàñü
452 error writing �le
500 syntax error in command 5xx � îøèáêà â êîìàíäå
501 error in parameter
è.ò.ï.

HTTP � HyperText Transfer Protocol

TCP, ïîðò 80
êëèåíò�ñåðâåð, òåêñòîâûå çàïðîñû è îòêëèêè
HTTP/1.1 � persistent connection
äëÿ êàæäîãî îáúåêòà çàïðîñà ñâÿçü óñòàíàâëèâàåòñÿ
íà íåêîòîðîå âðåìÿ (äî äëèòåëüíîãî ïðîñòîÿ)
� with|without pipelining � çàïðîñû
ïîñëåäîâàòåëüíî | ñ óïðåæäåíèåì
� ïàðàëëåëüíûå ñîåäèíåíèÿ äëÿ ðàçíûõ îáúåêòîâ

URL � Uniform Resource Locator
<ïðîòîêîë>://<ëîãèí>:<ïàðîëü>@<õîñò>:<ïîðò>/<URL-ïóòü>?<ïàðàìåòðû>#<ÿêîðü>

HTTP, ôîðìàò çàïðîñà

request line � ìåòîä URL âåðñèÿ CR LF

header line � íàçâàíèå çàãîëîâêà : çíà÷åíèå CR LF

header line � . . . CR LF
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CR LF
entity body � äàííûå, åñëè íàäî (îò ôîðìû)

GET /dir/�le.html HTTP/1.1
Host: yandex.ru localhost:5555
Connection : close keep-alive
User-agent : Mozilla Firefox 27.0.1
Accept : text/html image/gif image/jpeg
Accept-language : ru
<ïóñòàÿ ñòðîêà>
äàííûå, åñëè íàäî

HTTP, ôîðìàò îòêëèêà

status line � âåðñèÿ êîä-îòêëèêà ñîîáùåíèå CR LF

header line � íàçâàíèå çàãîëîâêà : çíà÷åíèå CR LF

CR LF
entity body � äàííûå (ñîäåðæèìîå ôàéëà)

HTTP/1.1 200 OK
Connection : close
Date : Wed, 25 Mar 2014 06:32:25 GMT
Server : Apache/1.3.0 (Unix)
Last-modi�ed : Mon, 27 Jan 2010 11:12:42 GMT
Content-length : 27631
Content-type : text/html
<ïóñòàÿ ñòðîêà>
ñîäåðæèìîå ôàéëà

HTTP, êîäû îòêëèêà

1xx � information
2xx � success
3xx � redirection
4xx � client error
5xx � server error

200 OK
301 Moved permanently

Location : íîâûé URI
400 Bad request
404 Not found
505 HTTP version not supported

HTTP, ñòðîêè çàãîëîâêîâ

Àâòîðèçàöèÿ
ñåðâåð:
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401 Authorization required
WWW-authenti�cate : äåòàëè òðåáóåìîé àâòîðèçàöèè
êëèåíò:
Authorization : name, password

Cookies
ñåðâåð:
Set-cookie : 12345678 (èìÿ/íîìåð)
êëèåíò:
Cookie : 12345678
� óïðîùåíèå àâòîðèçàöèè, ñòàòèñòèêà, èíäèâèäóàëüíàÿ íàñòðîéêà

HTTP, êåøèðîâàíèå

êëèåíò:
If-modi�ed-since : äàòà, âðåìÿ

� âíóòðåííåå êåøèðîâàíèå (áðàóçåð)
� âíåøíåå êåøèðîâàíèå � proxy server
"ïåðåõâàòûâàåò"çàïðîñû êëèåíòîâ
îòïðàâëÿåò çàïðîñ îò ñâîãî "èìåíè êåøèðóåò
è ðàññûëàåò ïî êëèåíòàì
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